Profile

Ethical hacker specializing in web security and pentesting.
Experienced in identifying and documenting vulnerabilities
such as OWASP Top 10, SQL Injection, XSS, and IDOR. Hands-
on experience with tools like Burp Suite, sqlmap, and ffuf. My
goal is to strengthen the security of real-world systems by
applying advanced attack methodologies and conducting
efficient, results-driven testing.

Skills

Pentesting

o APl Testing

e Cross-Site Request Forgery (CSRF)
e Cross-Origin Resource Sharing (CORS)
e Server-Side Request Forgery (SSRF)
e SQL Injection

e NoSQL Injection

e GraphQL API vulnerabilities

e Clickjacking

e Prototype Pollution

o WebSockets vulnerabilities

e File Upload Vulnerabilities

e Path Traversal

¢ RCE (Remote Code Execution)

Pentest tools

e Burp Suite

o ffuf, dirsearch, gobuster, etc...
o Metasploit, msfvenom
e Linpeas, Winpeas

e NMap

e sglmap

e amass, subfinder

e Hydra, Medusa

¢ Hashcat

¢ Nikto, Nuclei, wpscan
e Corsy

Web development
e JavaScript

e TypeScript

e React.js

e Vue.js

e Node.js

e Express.js

e Python

» Django

e HTML5
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Web Professional Experience

Frontend developer

B2B Market

2025 - 06/2025 | Tashkent, Uzbekistan

o Developed an Al-powered B2B platform targeting CIS
countries.

e Built responsive and dynamic interfaces using React and
Tailwind CSS.

e Focused on optimizing user experience and data flow.

Frontend developer

Blaze Erp

06/2024 - 2025 | Tashkent, Uzbekistan

o Created CRM systems for various sectors: dental clinics,
educational centers, and land registry employees.

o Built test systems and administrative panels.

o Worked on SPA applications using Vue, Vuex, Pinia and Ul
Library

Frontend Developer

Codetech io

2023 - 2024 | Tashkent, Uzbekistan

e Contributed to internal and client-facing web projects.

o Developed modern user interfaces focused on usability and
performance.

o Utilized REST APlIs, Git, and responsive design practices.

Frontend Mentor

Najot Ta'lim

2022 - 2023 | Tashkent, Uzbekistan

o Mentored beginners in HTML, CSS, JavaScript, and React,
Vue development.

o Conducted hands-on sessions based on real-world projects.

o Helped students build confidence and independence in
frontend development.

Frontend developer

UIC-Group

2021 - 2022 | Tashkent, Uzbekistan

o Worked on internal business platforms and Ul components
for corporate clients.

e Focused on clean design, code reusability, and performance
optimization.
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